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Executive Summary 

The Office of the State Comptroller issued its final Building Access audit report, Report S9-26-13, in July 

2026. The audit included one finding and five recommendations concerning the management and monitoring 

of building access accounts and badges. The District generally agreed with the recommendations and began 

corrective work during audit fieldwork. The Board of Education subsequently adopted Policy #5686, Building 

and Door Access, and Regulation #5686-R on May 12, 2026, establishing formal governance, individual 

badge accountability, documented approval requirements, periodic review, and clear departmental 

responsibilities.  The District also established designated departmental ownership for non-employee access, 

ensuring accountability for ongoing review and timely notification of access changes. 

This Corrective Action Plan documents actions already completed, remaining implementation steps, 

responsible officials, and the controls that will sustain compliance. The District's goal is to ensure that every 

badge is necessary, individually attributable, promptly deactivated when no longer required, and periodically 

reconciled against current operational needs.  District officials believe the corrective actions described herein 

fully address each recommendation contained within Audit Report S9-26-13. 

Status 

Area Status Summary 

Badge cleanup Complete 

Unneeded, duplicate, shared, substitute, 

testing, athletic, contractor, food service, and 

mail-service credentials identified during 

fieldwork were reviewed and deactivated. 

Policy and regulation Complete 

Policy #5686 and Regulation #5686-R were 

adopted by the Board of Education on May 

12, 2026. 

Electronic workflow Implemented 

The Door Access Control Request Form 

documents access requests, approvals, 

changes, and removals. 

Departmental accountability Implemented / continuing 

Designated contacts in Athletics, Facilities, 

Food Service, Student Services, Personnel, 

and other operational areas are responsible 

for timely notifications and validation. 

Bi-annual reconciliation Complete 

The process has been established; the date 

and results of the first formal review cycle 

must be inserted before final submission if 

completed. 

Procedure distribution and 

training 
Confirmation pending 

The District should document the date 

procedures were distributed and any training 
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Area Status Summary 

or acknowledgment completed by key 

stakeholders. 

Board and Filing Requirements 

The Board of Education must review and approve this Corrective Action Plan. Following approval, the District 

should file the CAP with OSC, post it on the District website for public review, and retain the Board resolution, 

meeting minutes, and supporting implementation evidence with the official audit file. 

Corrective Action by Recommendation 

Recommendation 1: Deactivate accounts and collect associated badges as soon as they are no longer 

needed. 

Corrective Action 

The District reviewed employee and non-employee badge populations during audit 

fieldwork and deactivated credentials that no longer had a valid business purpose. 

This included athletic, contractor, food service, mail-service, substitute, intern, 

testing, duplicate, and other unnecessary credentials. Department heads are now 

expected to notify IT through the helpdesk or approved electronic workflow when 

an employee or non-employee no longer requires access. Physical badges are 

collected when feasible, and unresolved collection issues are escalated to 

Personnel or the responsible department. 

Implementation 

Date 

Badge-specific cleanup completed during February-March 2026; continuing 

process formalized by May 12, 2026. 

Responsible 

Official(s) 

Director of Technology; Personnel Office; responsible department heads and 

designated internal contacts. 

Status Implemented; ongoing monitoring required. 

Evidence / 

Documentation 

OSC correspondence and screenshots confirming badge deactivation; helpdesk 

records; departmental cleanup spreadsheets; Policy #5686; Regulation #5686-R. 

Sustainability 

Control 

Immediate deactivation upon notice; bi-annual reconciliation; documented 

departmental certification of third-party access. 

 

Recommendation 2: Ensure individuals do not have duplicate badges. 

Corrective Action Duplicate badges identified during the audit were reviewed and deactivated unless 



 

Auburn Enlarged City School District | OSC Audit Report S9-26-13 

4 

a documented operational exception was approved. The replacement-badge 

process now requires the prior credential to be disabled when a replacement is 

issued. Testing should be performed through controlled, documented methods 

rather than a second active personal badge. 

Implementation 

Date 

Duplicate badges identified during fieldwork were deactivated by March 2026; 

Replacement controls formalized by May 12, 2026. 

Responsible 

Official(s) 
Director of Technology and authorized IT access-control administrators. 

Status Implemented. 

Evidence / 

Documentation 

Deactivation screenshots; replacement-badge helpdesk tickets; Policy #5686; 

Regulation #5686-R. 

Sustainability 

Control 

Duplicate-token review included in each reconciliation cycle and when replacement 

badges are issued. 

 

Recommendation 3: Ensure every individual is assigned a unique and individual badge. 

Corrective Action 

Policy #5686 and Regulation #5686-R require unique, individually assigned 

credentials and prohibit shared or generic badges except for narrowly defined, 

documented emergency-response circumstances. Shared coach, substitute, intern, 

contractor, and testing badges identified during the audit were reviewed and 

deactivated or replaced with individual, time-bound credentials as appropriate. The 

electronic Door Access Control Request Form documents the individual, purpose, 

locations, schedule, approval, and expiration date. 

Implementation 

Date 

Policy and regulation adopted May 12, 2026; badge cleanup completed during 

February-March 2026. 

Responsible 

Official(s) 

Superintendent; Director of Technology; Personnel Office; Building Principals; 

designated departmental contacts. 

Status Implemented. 

Evidence / 

Documentation 

BoardDocs record of adoption; Policy #5686; Regulation #5686-R; Door Access 

Control Request Form; badge cleanup documentation. 

Sustainability 

Control 

All new non-employee access must be individually assigned and time-bound; 

exceptions require documented approval and tracking. 
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Recommendation 4: Provide building access procedures to key individuals and periodically evaluate 

and adjust them. 

Corrective Action 

The District adopted Policy #5686 and Regulation #5686-R on May 12, 2026. The 

regulation defines onboarding, special access requests, non-employee access, 

termination, monitoring, and reporting responsibilities. Key internal points of contact 

have been identified for Athletics, Facilities, Food Service, Student Services, 

Personnel, Building Administration, and other areas that sponsor third-party 

access. These contacts are responsible for requesting changes, reporting 

separations, and participating in periodic access reviews. 

Implementation 

Date 
Policy and regulation adopted May 12, 2026. 

Responsible 

Official(s) 

Superintendent; Director of Technology; Personnel Office; department heads and 

designated internal contacts. 

Status 

Implemented. Distribution and communication to designated departmental contacts 

has been completed. Documentation of this communication is retained as 

supporting evidence. 

Evidence / 

Documentation 

BoardDocs adoption record; policy and regulation; distribution email; meeting 

agenda or sign-in sheet; acknowledgment records. 

Sustainability 

Control 

Annual review of policy and regulation; refresher communication for departmental 

contacts; updates when systems or responsibilities change. 

 

Recommendation 5: Develop a reconciliation process utilizing system reports and review active 

badges for necessity and appropriateness of access. 

Corrective Action 

The District established a formal bi-annual reconciliation process coordinated by IT 

and designated departmental contacts. Reviews will use available ACM reports, 

including identity/token status, identities with access, identity-to-door access, 

badge activity, identity correlation, and administrative action audit reports. Each 

department will validate whether individuals remain active, whether access scope 

and schedules remain appropriate, and whether any credential should be 

deactivated. Findings and remediation will be documented in a reconciliation log. 

Implementation 

Date 

The initial formal reconciliation review was completed on August 7, 2026. 

Subsequent reconciliation reviews will be conducted on a bi-annual basis each 

June and December. 

Responsible Director of Technology; authorized IT access-control administrators; designated 
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Official(s) departmental contacts. 

Status 
Process established; first-cycle evidence must be inserted or scheduled before final 

submission. 

Evidence / 

Documentation 

Reconciliation report package; departmental signoffs; exception/remediation log; 

ACM system reports; helpdesk tickets. 

Sustainability 

Control 

Bi-annual certification and remediation cycle, with retained reports and signoffs for 

audit support. 

 

Implementation Governance and Sustainability 

The District will sustain these corrective actions through a recurring governance model that assigns 

responsibility, requires documentation, and retains evidence of review. 

Control Responsible Party Frequency Evidence Retained 

Employee 

onboarding/offboarding 
Personnel and IT Per event 

New-hire/separation 

request, helpdesk ticket, 

system status 

Special access approval Principal, Personnel, Superintendent, IT Per request 

Electronic Door Access 

Control Request Form 

and approvals 

Non-employee access 

validation 
Departmental contact and IT Bi-annual 

Department certification, 

reconciliation log, report 

package 

Duplicate badge review IT 
Bi-annual and at 

replacement 

Token/identity report and 

remediation ticket 

Policy/regulation review Superintendent, IT, Personnel, Facilities Annual 

Review notes, revision 

history, Board action if 

needed 

Exception management Superintendent and IT As needed 

Written justification, 

approval, owner, 

expiration date 

Audit evidence retention IT and District Clerk Per records schedule 

Reports, signoffs, 

screenshots, tickets, 

Board records 
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Implementation Milestones 

D                    Date Milestone 

 

February-March 2026 Audit-driven review and deactivation of unnecessary, duplicate, shared, testing, 

athletic, contractor, food service, mail-service, substitute, and intern badges. 

May 12, 2026            Board adoption of Policy #5686 and Regulation #5686-R. 

May 15, 2026            Distribution of procedures and training/acknowledgment by key departmental contacts. 

August 7, 2026     Completion of first formal bi-annual reconciliation and remediation cycle. 

August 25, 2026         Board of Education review and approval of this Corrective Action Plan. 

October 8, 2026          Submission of the approved CAP to OSC and posting on the District website.   

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

Auburn Enlarged City School District | OSC Audit Report S9-26-13 

8 

 

Supporting Documentation Index 

Appendix Document 

A OSC Final Audit Report S9-26-13 

B District Response Letter dated July 6, 2026 

C Policy #5686 - Building and Door Access 

D Regulation #5686-R - Building and Door Access Regulation 

E May 12, 2026 BoardDocs adoption record and certified minutes 

F Electronic Door Access Control Request Form and workflow 

G Badge cleanup records, screenshots, and helpdesk documentation 

H Departmental access review and reconciliation records 

I Procedure distribution, training, or acknowledgment evidence 
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